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GoalGoal 
This work is part of the CESAR project.
The goals is to reduce the cost of:
• Verification – reduced by analysisVerification reduced by analysis 

performed based on a domain ontology. 
Safety analysis in the early phases• Safety analysis in the early phases –
reduced by partly filled-in HazOp forms

• Certification – reduced by having the 
necessary items available in a database 
so that part of the safety case can be built 
automaticallyy



Process improvementProcess improvement 
We will achieve our goals by improving the 

development process by introducing:
• Boilerplates – a set of templates for statingBoilerplates a set of templates for stating 

and formulating requirements
A d i t l d i b l• A domain ontology – a domain vocabulary 
plus a set of rules for relationships 
between vocabulary items.

• Predefined HazOp forms linked to each• Predefined HazOp forms linked to each 
requirement



Boilerplates 1Boilerplates - 1 

Boilerplates consists of reserved words, a 
structure and placeholders. p

Two example:
Th t h ll b bl t ti• The <system> shall be able to <action> 
to <entity>

• If <operational condition> the <system> 
shall <action>shall <action> 



Boilerplates 2Boilerplates - 2

Placeholders also have definitions, e.g.:
• <action> = <action> <entity><action>  <action> <entity>

e.g. <open> <the tank>  
ti l diti tit ( l t• <operational condition> = <entity> (equal to 

| different from | greater than | less than | 
included in) <entity>
e.g. <boiler pressure> greater than <maxe.g. boiler pressure  greater than max 
pressure>



Boilerplates examplesBoilerplates – examples 

Two example requirements from a pilot 
study:y

• The <controller> shall be able to [<open> 
<the tank>] to <the sewer><the tank>] to <the sewer>

• If [<boiler pressure> greater than <max 
pressure>] the <controller> shall
[<sound> <alarm>][ sound  alarm ] 



OntologiesOntologies  

We use the domain ontology to
• Improve communication between domainImprove communication between domain 

expert, requirements engineer and 
software developerssoftware developers

• Derive additional information about the 
concepts used in the requirement

• Check for completeness consistency and• Check for completeness, consistency and 
correctness



Ontology ACC exampleOntology – ACC example

Boilerplate 
If <operational condition> the <system>If <operational condition> the <system> 

shall <action> 

ACC requirement:CC equ e e t
If [<engage> <break>] the <ACC system> 

shall [<t rn on> <the brake light>]shall [<turn on> <the brake light>] 



GNLQ knowledge base viewg



An evolving model 1An evolving model – 1  



An evolving model 2An evolving model - 2 

As we insert more requirements, our 
knowledge of the system grows. On the g y g
next slide we see:

1 The currently inserted requirements1. The currently inserted requirements
2. The definition of an item – the 

communication bus
3 The domain knowledge for a break3. The domain knowledge for a break





Using the ontologyUsing the ontology 
The ontology contains information on the e o o ogy co a s o a o o e

actions that are relevant for a component. 
A domain expert can add information onA domain expert can add information on 
the component’s high level failure modes. 

Based on this we can establish chains like:
Action => Element => Failure modesAction > Element > Failure modes
E.g.
[<open> <the tank>] => valve => {s.a open, 

s.a. closed, …}s.a. closed, …}



Early safety analysisEarly safety analysis

W h d id d t i l f fWe have decided to use a simple form of 
HazOp in the early phases.

• One HazOp form per requirement
• The guidewords “Omission” “Commission”The guidewords Omission , Commission  

and “Stuck”
Based on information available in theBased on information available in the 

boilerplate and the ontology we can insert 
the fail re condition The rest m st bethe failure condition. The rest must be 
inserted by a domain safety expert.



Early safety analysis - exampleEarly safety analysis - example

BP61: The <operator > shall be able to <open the tank> to <the sewer>

Deviation F il diti Effect of T R kDeviation 
(Guideword) Failure condition Effect of 

failure Type Remark 

Omission Not able to <open the 
k hOmission tank> to <the sewer>

Commission <open> also some other 
valvevalve  

<drainage valve> 
s.a. on

Stuck 
<drainage valve> 
s.a. off



Early safety analysis – exampley y y p
Two boilerplates combined

BP63, BP64: If [<boiler pressure> greater than <max pressure>] 
the <controller> shall [<sound> <alarm>] 

D i i Eff fDeviation 
(Guideword) Failure condition Effect of 

failure Type Remark 

Not able to <sound an

Omission

Not able to <sound an 
alarm>
Not able to <detect too 
high pressure>

Commission Other alarm are also 
activatedactivated 

Stuck
<alarm >  s.a. off

i diStuck <pressure indictor> 
s.a. low



BenefitsBenefits 
By linking a partially filled in HazOp table to eachBy linking a partially filled in HazOp table to each 

requirement we obtain the following benefits:
• Each requirement will get a HazOp form with all• Each requirement will get a HazOp form with all 

available information inserted.
W t ti ll h k h th ll H O• We can automatically check whether all HazOp 
forms are completed.

• The finished HazOp for each requirement will be 
available in a database and can later be used in 
the final safety case for certification 



Current statusCurrent status 

We have developed a tool for entering and 
analyzing requirements based on y g q
boilerplates and a domain ontology.

The tool is currently being testes out in fourThe tool is currently being testes out in four 
large European companies – among them 
ABB Norway. 

The feedback we have received so far isThe feedback we have received so far is 
promising.  


